
Vol.15, Issue No 2, 2025 

               IRACST – International Journal of Computer Networks and Wireless Communications (IJCNWC), ISSN: 2250-3501 

 
 
 

103 

Financial Risk Assessment Credit Cards using Machine Learning 

 
1MULAPARTHI ANU, 2NAIDU RENUKA MADHAVI, 3CHANDU TEJASRI, 4MANTENA NAGA 

VENKATA SAI KRISHNAMRAJU,5Dr. A. RAMA MURTHY 

 
1234Student, Department of CSE, DNR College of Engineering & Technology, Balusumudi, Bhimavaram, 

India. 
5 Professor, Department of CSE, DNR College of Engineering & Technology, Balusumudi, Bhimavaram, 

India. 

 

Abstract— 
The major problem that customers face in the 

financial industry, according to this research, is the 

false crediting of monies. Conversely, credit card 

fraud has been there since the beginning of the 

industry. When faced with such a complex set of 

factors, many rule-based approaches to fraud 

detection were inadequate. On the other hand, 

detecting fraud is critical for preventing clients from 

paying for further credit. The government is now 

promoting digital money and is using machine 

learning methods to fight corruption. Credit and 

ATM cards are widely used, however many 

individuals do not realize that they might be victims 

of fraud. Every year, criminals steal personal data and 

use it to conduct fraudulent financial transactions, 

costing businesses and consumers billions of dollars. 

It is possible to reduce losses by using efficient 

algorithms that identify fraud. Those looking into 

fraud may find these algorithms' usage of complex 

machine learning techniques beneficial. Terms—

Savings, Credit, Machine Learning, and Consumer 

Finance. 

INTRODUCTION  
Using Supervised Learning to Accept Credit Cards In 

order to resolve the issue and have the credit card 

accepted, this study employs the Supervised Learning 

approach. Additionally, many specified criteria are 

used to compare the product's accuracy using 

Supervised Learning methods [1]. From the results, 

we can deduce that 84.32% is the sweet spot for 

Naive Bayes, 98.13% for KNN, 99.62% for Decision 

Trees, and 98.50% for Logistic Regression. 

 APPLICATIONS  
Figure 1: Research on credit The credit industry's 

business model and model architecture were 

investigated via research and literature review in 

relation to label generation utilizing big data from 

energy. This included data collection, model design, 

service purposes, fees, and profit model [2]. In their 

research, they found that corporate credit—the 

bedrock of the social credit system—is essential to 

national life and the expansion of the commercial 

sector [3]. Furthermore, the basis for credit 

assessment is a power credit label that is generated 

using power data, unique application conditions, and 

power attributes [4]. Because of this, the study makes 

use of energy big data (such as transaction tariffs, 

sales figures, and consumers' power use) together 

with other technologies such as statistical modeling, 

clustering algorithms, mining algorithms, and expert 

rules.  

 

PREDICTING CREDIT CARD 

DEFAULT SYSTEM  
In order to generate a reliable credit score, credit card 

companies compile the personal details and financial 

records of new applicants. Machine learning has been 

extensively studied for its potential to analyze and 

predict credit ratings [5]. 
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However, previous research failed to enhance 

prediction accuracy by using single approaches such 

as ensembles or deep learning[6]. Nor did it handle 

the problem of varied card histories used by the same 

customer. This work proposes a hybrid solution to 

these problems by combining heterogeneous 

ensembles with TabNet, a deep learning method that 

specializes in tabular data.  

PREVENT CREDIT CARD FRAUD 

AS A SECURITY MEASURE  
Figure 2 shows The increase in cybercrime has led to 

a surge in the need for cyber security solutions [7]. A 

company's top priorities should be protecting 

sensitive customer data and crucial data from 

cyberattacks while also preserving a favorable public 

image [8]. People are losing a lot of money, personal 

information, and privacy. 

 

Fig. 2. Output Online Security Payment  

PREDICTING CREDIT LOAN 

DEFAULT USING DATA MINING  
Basic data, social interactions, and consumption 

habits are all part of this statistical package. One 

piece of information retrieved from the mountains of 

consumer data gathered for the benefit of borrowers 

is their address[9]. All of these things come together 

to build a model that can accurately forecast an 

individual's credit risk [10]. The results show that 

XGBoost is the most accurate model when compared 

to Random Forest and Logistic Regression.  

OUTPUT ANALYSIS OF PRIVACY IN 

CREDIT CARD TRANSACTIONS 
One of the most pressing problems in the modern 

world (see fig.3) is data leakage, which includes 

sensitive user information (such as credit card 

numbers). Data providers are targeted by hackers 

who steal sensitive personal information, including 

purchase history, geolocation details, and medical 

records [11]. An efficient credit card rating system is 

critical to guarantee that banks and cardholders get 

the same benefits. Information researchers also have 

challenges in obtaining several approaches since 

banks are not allowed to share their data due to 

security issues. The data from the gadget is also very 

skewed and not spread uniformly, which is a 

problem. 
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Fig. 3. Output analysis Artificial intelligence User 

Two-Factor Authentication Online Payment VII.  

ARTIFICIAL INTELLIGENCE BASED 

FRAUD DETECTION ON CREDIT 

CARDS  
The way web-based companies function is being 

transformed by the increasing number of online 

clients. An increasing amount of fraud is being seen 

in transactions conducted over the internet. When 

criminals access another person's charge card 

information, they are committing a kind of wholesale 

fraud known as credit card theft. The yearly 

worldwide loss due to online fraud is in the millions 

of dollars, and it's just getting worse. For this reason, 

developing and implementing procedures to aid in 

fraud detection is of the utmost importance. Every 

single credit card transaction will be validated with 

precision using this model [12]. An efficient analysis 

of data is possible because of the algorithm's design. 

The database is not balanced. To make the necessary 

changes, it is recommended to up-sample the 

database. Then, after examining the random forest 

techniques' 99.88% accuracy, a confusion matrix is 

built. The quick innovations and enhancements that 

make buying more convenient for consumers fuel the 

growth[13]. The present difficulties, especially online 

business transaction fraud, are exacerbated by the 

enormous amount of online commercial transactions. 

Additionally, there has been a consistent rise in the 

number of cases of fraud involving internet 

enterprises from around the year [14]. Extortion cost 

businesses 5.65 cents out of every $100 in online 

transactions in 2013, according to a report. Cheating 

has surpassed 70 trillion USD as of 2019 [5]. Cheat 

identification is one tool that may be used to measure 

the prevalence of cheating in online commercial 

transactions [15]. From artificial intelligence (AI) 

fraud detection to deep learning (DL) cheat location, 

the field of credit card cheat detection has grown 

swiftly in recent years [16]. Credit card fraud 

detection is still in its infancy, and studies on the 

origins of online transaction fraud are few and few 

between. In order to ascertain the likelihood of online 

transaction fraud, cheat detection studies focusing on 

web-based enterprises mostly include validating traits 

and qualities [17]. 

 

Fig. 4. Artificial intelligence applications  

Payment information for online transactions A 

variety of credit card fraud detection methods based 

on actual transactions are already on the market. The 

accuracy of the cheating incidence has been 

determined by current models using a variety of 

methodologies, including neural networks, logistic 

regression, Naive Bayes, and others [18]. A model or 

system to detect fraudulent credit card swaps is being 

developed in this proposed research. 

 

 

Fig. 5. Artificial intelligence applications  
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Electronic Funds Transfer Taking the time 

to double-check each and every credit card 

purchase [19]. The software needs to 

examine the data from Figure 5 effectively. 

The authentication process must be safe and 

quick. Developing a model with increased working 

precision. This research aims to improve upon 

existing models by developing one that can detect 

fraudulent activity in online business transactions 

with more precision. Multiple methods exist for 

distinguishing legitimate from fraudulent transactions 

based on their behavior. The aforementioned research 

delves further into the uses and benefits of prominent 

machine learning algorithms. Although several 

models have been developed using the random forest 

approach, none of them have achieved 100% 

accuracy [20]. This is why we came up with the idea 

for a model that can spot cheat transactions faster and 

more precisely than what's currently available. 

Artificial intelligence has shown to be a valuable 

resource for data sets that automate the analysis of 

massive volumes of complex data. Artificial 

intelligence has also been a major Its ability to lessen 

over-fitting while yet producing the same outcome 

makes it superior to the existing decision trees.  

An "Irregular Forest" is a system of interconnected 

computational investigations. The "Forest" creation 

procedure typically involves collecting all decision 

trees and getting them ready for the "stashing" phase. 

Improved efficiency, rapid query assessment (even 

with bigger databases), accurate exchange validation, 

and efficient data analysis are all benefits of the 

proposed method. Machine learning algorithms work 

well with bigger datasets but may not be as precise 

with smaller ones. The ingenious methods used by 

fraudsters to undermine the system will provide a 

substantial challenge. Pieces that are not similar are 

marked with the marks Time, Amount, and Class. 

Both the big transaction and the one before it show 

signs of slowing down as time goes on. It is 

calculated how much money was spent in total. 

Legitimate commerce uses class 0 labels, whereas 

unethical trade uses class 1 labels. There is an 

imbalance in the "CreditCard.csv" database that was 

utilized by Kaggle. There were around 2,84,315 

legitimate deals, out of which 492 were fraudulent.  

 

CONCLUSION  
Using a customer's credit card to extort money is 

undeniably dishonest. In this experiment, they used 

the most famous deceit strategy to test their detection 

technique. The study has also provided a detailed 

explanation of how AI may be used to enhance fraud 

detection. The proposed model failed to establish a 

connection between the goal of 100% accuracy and 

the fraud location region, but it did create a system 

that, when given enough data and access, would 

provide outcomes that are very near to the aim. 

Similarly, comparable activities may find success 

here. Enhancements are doable with the addition of 

more estimations to the framework. The results of 

these computations should, nonetheless, follow a 

pattern consistent with the others. The database could 

need additional data to improve. Although shown 

above, the kind of expanded database determines the 

accuracy of the estimates. Therefore, it is clear that 

the accuracy of the framework in detecting extortion 

and cheating is enhanced with more data. 

Nevertheless, administrative backing from 

trustworthy financial institutions is necessary for this. 
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